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RAPID ASSESSMENT DELIVERY COOPERATIVE
KomnnekcHble ycnyrn B obnactu nHgpopmaumoHHon 6e3onacHoCcTH




KOPOTKO O HAC

RAD COP - Rapid Assessment
Delivery Cooperative

KomaHpaa  npodeccmoHanos B
obnactu MHPOPMALMOHHOMN
6e3onacHoCTH, OKa3bIBatoLLLAA
KOMMNEKCHble YCAYrn, B KOTOPbIX
OZIMHAKOBbI BaXHbl TeXHMYecKas,
OpraHM3auUMoHHaA U puanvecKas

COCTaB/AOLWME.

CoyeTaHue BbICOKOU
KBaMPuKaumnm U LLUIMPOKOro
Kpyro3sopa Cneumaancros,

No3BOMAET HamM pellaTtb Camble
Heobbl4YHble U TpeboBaTeNbHble K
pecypcam 3agaun.



Hawwu otnnuus

OT 0ObIYHbIX KOMaHA U3 MUPa ayaAnUTa U KOHCaJITUHIa

He paboTaeM Ha
KoHBeuepe:

Hawwn cneumanuctbl  peryaspHo
NOAKAKYAKOTCS K HOBbIM
HanpasB/ieHUAM paboT n pa3BMBatloT
CBOM KomneTeHumun. Nommnmo pocta
KBaMdMKaumn, 3To  nossosaeT
COXPaHATb MHTEpec ntoaen K pabote
n obecneunBaer BAYMYUBbLIN,
TBOPYECKMIN MNOAXOA K MPOEKTHbIM
334a4aM HalKUX KANEHTOB.

Cneuuanusauymua HuYTO b6e€3
CNoCO6HOCTU K TBOPUYECKOMU
agantauun u BbIXoAa 3a PaMKuU
wabnoHos!

CtpemMumcs K
ONTUMU3ALLUMK:

HebonbLWKMHU
KOMaHgamm no 2-3 4yenoBeKa, B
KOTOPbIX OTCYTCTBYIOT W3ObITOYHbIE
ponu «HAACMOTPLLUKOB» %
«cornacosatenem», 4Tto obneryaer

Mbl paboTtaem

KOMMYHUKaLUWMIO 7 no3sojsiAeT
YCKOPUTb HallKH B33MMOLI,€VICTBI/IH.

OpraHu3oBaHHbIA KONNEKTUB
e4UHOMbILLIEHHUKOB U MUHMMYM
WHPOPMaALLMOHHOrO WYMa U
nepeaaToyHbIX 3BeHbeB B npoekTe!

3aboTtumMca o
CHUXXEHUMU 3aTpar:

Y Hac HeT uenn HaBA3aTb CBOMU
YCAYTM  WAW  NpPOAATb  «CBEPXY»
NMUEH3NN Ha CpeacTBa 3aWumThl.
Mbl roToBbl NOAPOOHO 06BACHATL U
MOKa3blBaTb Hally «BHYTPEHHIO
KYXHIO», YTOObl Bbl MOHMMaANN BCE
MHTepecyolmne Bac OCOOBEHHOCTH,

BK/1HOYaA LI,eHOO6pa3OBaHMe,
opraHun3auunto pa6OTbI, NnPpMHLUUIDbI
NMNOCTaHOBKHU 3a4a4 1 NnpoYyee.

[leHbru BaXKHas, HO He rnaBHasA
cocTaBafaowan 6usHeca — Hawa
Lenb co3aasaTb LEHHOCTb ANA
Bac, a He OTHMMaTb eé€!



AKTYAJIbHbIE HATTPABJIEHUA PABOT

|. KoMnnaeHc U MeToponorug

Pa3paboTka naketoB NMomollb B peannsaumm npoLeccos
HOPMATUBHBbIX LOKYMEHTOB NoA ynpasneHua Ub, B Tom uncne
K/IFOY N UX CONPOBOXAEHME COMPOBOXAEHME NPU BHEAPEHUN

cpeacTB 3awmThl, system hardening,
noctpoenne SOC u T.M.

O\

X

OueHKa CoOOTBETCTBMA M NMOMOLLb MoAroToBKa K NPOBEPKaAM PEryiaTopoB U NapTHEPOB, PaboTbl B pamkax

B BbINO/IHEHNM TpeboBaHmi HIA BK/1K04AN COMPOBOXKAEHME MPOBEPOK N KOMMYHUKALMIO C 3apybexHbIXx PpenmMBOPKOB:
no Ub (152 ®3, 187-$3, TOCT P nposepsawmmu (PKH, ®CTIK, ®CB, baHK Poccuu, due SWIFT CSCF, PCI DSS, NIST,
57580, FOCT P MICO/M3K 15408 diligence no mexxayHapoAHbIM CTaHAAPTAM, B T.4. B LeNsx CIS, ISO 27-1 cepun n 1.4,

/ OY[ 4 v apyrue) IPO nnn npu 3akNt04EHUMN KOHTPAKTa O NOCTaBKe)



AKTYAJIbHbIE HATTPABJIEHUA PABOT

ll. AHaNM3 3aWNLLLEHHOCTU U TeXHU4YecKue paboThl

BHeapeHume cpeacTs 3aLmUThI
(npoekTupoBaHue, noarotoBKa K,
HACTPOMKa U NoaaeprKKa
aKcnyaTauum)

My6oKknMi aHaNn3 3aWULLEHHOCTM NPOrPaMMHO-
annapaTHbIX CUCTEM C BO3SMOXHOCTbIO
NOrPYXEeHMA KaK B MUKPO3/IEKTPOHUKY, TaK U B
OU3HEC-NOrMKY NPUNOXKEHWUIN, BKAOYAA aHANU3
3aBucumocTen n KomrnoHeHT, SAST, DAST,
nccneaoBaHMA Hecywen MHPPaACTPYKTYpPbI U
OpraHM3aLMOHHbIX NPOLLECCOB, B TOM Yucae
METO4aMM COLMANIbHON UHKEHEPUM

Pa3paboTka HeObObIYHbIX peLleHnit nnm
nopaboTKa open source B chepe Ub
(BKNKOYAsA MOUCK U HAUM
pa3paboTymkoB, npusnedyeHmne PM u
opraHM3aumio Tpyaa KomaHa)

Knaccnyeckme neHTeCTbl U 3KCNpecc-
nccneposaHms (B T.4. AnA OTYETHOCTU B
pamKax nonoxeHun LUb, PCI DSS, SWIFT,
®CTIK)




[TPOEKTHAA KOMAHOA - 15 YEJIOBEK
BOJIEE 10 JIET B UHOYCTPUM

HEKOTOPbIE POJIN N KOMMNETEHLUUMN:

AyanUTOP U KOHCYNbTAHT

no TpeboBaHuam LI n ®CTIK, 6onee 10
JIeT ONbITa 3aWMTbl MHGOPMALMN HA
CTOPOHe 3aKa3unKa B baHKe u nHTerpaTopa
«CHaAPYKKM», 3HaeT BCe TOHKOCTH
BbicTpansaHua CMWUB B KpeguTHbIX
opraHusaumnax co spemeH CTO bP

NeHTecTep n nporpammumct
6onee 15 net pabotbl B TOM-5 cambix
AOPOrMX KOMMNAHMM PyHETa,
y4acTBOBa/1 B CTAHOBJIEHUM app SecC B
Poccumn B HyneBble rogbl, UMeeT onbIT
BblICTpanBaHMA DevSecOps € HynA «nopg,
K/THOY»

TexHM4YeCKuM nucarenb

20 net cTa)ka B 4OKYMEHTUPOBAHUU NO
FOCT 19 n 34 cepuin, mHOoro paboTaeT ¢
FOCKOHTPaKTaMM 1 uMmeeT 0BLINPHYHO
NPAKTUKY 3aLLNTbl Pe3y/IbTAaTOB B X04e UX
NPUEMKWN B FOCOPraHax WUam CoriacoBaHMM
C perynsatopamm




[TPOEKTHAA KOMAHOA - 15 YEJIOBEK
BOJIEE 10 JIET B UHOYCTPUM

HEKOTOPbIE POJIN N KOMMNETEHLUUMN:

IOpucr-npasosep
npuwen 8 Ub nocne 10 neT B KOpNOpaTUBHOM
npaBe U HANOrOBOM KOHCaNTUHre, coBMmeLlaeT
KomneTeHuuun topucta, NT-ayamtopa u
KOHCYNbTaHTA, NOAK/IKOYAACH K MPOEKTaMm,
TpebyoLMUM 3HAaYUTE/IbHON OPUANYECKOMN
3KCNepTU3bl U aHANM3a NPABONPUMEHEHUA

ApmuHucrpartop Ub
paboTan B rocopraHax, 6baHKOBCKMX rpynnax
N UHTErpaTopax, MMeeT OrPOMHbIN ONbIT
HACTPOMKM U 3KCNyaTaLUUM CpeacTs
3aWMThbl, NpakTUKyeT offensive security u
pa3pabaTbiBaeT CTaHAAPTbl KOHPUTypaLmm
Ha ocHoBe CIS benchmarks n
pekomeHaaunim BeEHA0POB

MeHepa)kep NpPOEKTOB

3aBepwunn bonee 100 NnpoeKToB B
pPa3nnYHbIX obnactax Nb, 3aHMMmancs
OopraHu3aumen NpogaxK cpeacTs 3aWmThl B
NPOAYKTOBOM KOMMNAHUK, PYKOBOAMN
ayaAnTamm MHGOpPMaLMOHHOM
6e30nacHOCTH, BbINOMHAN PYHKLUMK
KPU3UCHOIro MeHeaKepa m BbICTpanBan
paboty noapasgeneHnin Ub B pasninyHbIxX
opraHu3aumnax




[MOPT®OJINO I'PYINbI

(HEKOTOPBIE MNMPOEKTDI)

U3 TBOpUYECKOro n HeobbIMHOTO:

Co3paHue WHOPpacTpykTypbl UB B UT-KOMNaHWM «nop, KAK4Y», BKAKOYaA BbICTpauMBaHMe npoLlecca
@ 6esonachoii pa3paboTKM C  3aKyNnKOM UM HACTPOMKOM  YyTUAMT AN aHa/AMsa  Koaa
(c/c++/perl/php/java/python/etc - static, dynamic, automated analysis), Habop 1 obyyeHne cneumnanncTos

@ Paspabotka obyuatouwero Kypca no Wb M KOHTPONbHbIX MaTepuanosB ANA KpeauTHOM

opraHusaummn ns Ton-50 (Ha ocHoBe TpeboBaHUI K Be3sonacHocTh MNAH), NoAroToBKa security
champions 13 yncna cotTpygHMKoB

TpexneTHUii NpoeKT MO WU3y4YeHUo pPaboTbl aBTOMATM3MPOBAHHOM WHGOPMALMOHHOWN

Py cuctembl U eé gopaboTKam, BKAtoYas paboTbl MO pacwnMdpOBKE 3aKPbITOro NPOTOKONA
obMeHa AaHHbIMU U CO34aHUE MEXKCUCTEMHbBIX HTepdelicoB

Co3pgaHue crtaHpgapta UMb (6bonee 150 TtpebosaHuMit Ha 10 AomeHax) U MeToA40NOMMU
BHYTPEHHEro KOHTponA Ans denepanbHOro opraHa WCNONAHUTENbHOM BacTU, KaxKaoe

o TpeboBaHMe KOTOpPOro MmeeT cBoM 6ann u Ko3dPUUMEHT KPUTUYHOCTM, YTO BAMAET Ha
MTOrOBYO OLEHKY

NccnepoBaHne besonacHoct ML-nnatdopmbl AN pacno3HaBaHMA UL, U NOATOTOBKA 3aKAHOYEHUA MO

TEXHOIOTMYECKMM PUCKAM ero MCNoib30BaHWUA AN BEHUYYPHbIX MHBECTOPOB, C Npe3eHTalumnen pesybtaTos
Ha aHIMMNCKOM f3blKe B NpsAMoOM 3dupe




[MOPTO®OJINO I'PYNMbI

(HEKOTOPBIE NMPOEKTHI)

Bonee 10 3aBeplleHHbIX MPOEKTOB MO aHanAM3y YA3BMMOCTEN B
pamkax cemenctea AVA_VAN.3 TOCT P MICO/M3K 15408-3 (0OYA 4)

bonee 60 3aBepLUEHHbIX NEHTECTOB B PaMKax MosoxKeHMn baHKa
Poccuu (382-, 683-M, 757-M) n PCI DSS

Bonee 100 3aBepLUEHHbIX OLEHOK COOTBETCTBMSA, C pPa3paboTKomn
@® odopmanbHbix otyetos (ot FOCT P 57580.2-2018 n GAP no 152 @3,
no PCI DSS ROC v SWIFT IAF Templates)




B nnaHax Ha 2022 rop;
CEH, OSCP, CISA, CISSP

\Pci
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MOJE T BSAMMOJENCTBUA

basoBble Mogenu ycnyr:

CnoxHble nnnm HeobblyHble 33434
TMNa «aonroctpon» (ot 4-x mecaues
N0 HECKO/NIbKUX NeT) — BHeapuTb
CUCTEMY MEHEeOKMEHTa, MOCTPOUTb
SOC, BbicTpouTb DevSecOps n T.4.

TunoBble MPOEKTbl, He Tpebyowme
3HaYnTeNnbHbIX pecypcos (oT 1 Ao 3-x
MmecAueB), B T.4. CTaHAAPTU30BaHHbIe
OLUEHKN COOTBETCTBMA U TEXHUYECKne
ayauThbl.

Moanucka Ha CepBUC BUPTYasIbHOTIO

J J *
CISO c nomecayHoOU onnaTou.

MbI nposAcHAem Bawu noTpebHoCTU K

cornacyem SLA no BpemeHu pearmpoBaHma
N KOMNEeTeHUMAM (OT ayTCopCcUuHra
HACTPOMKKN U agMuHUcTpuposBaHuna C3U, go
NOAroTOBKM K cepTUdUKaumm no
MeXKAyHapoaHbIM CTAaHAAPTY NN NOMOLLM
cnyxbe BHYTPEHHEero KoHTpons). B
pe3ynbTaTte, 3a 3apn/iaTy MeHbLUYIO UK
pasHyto POT cneumanmcra Ha pbiHKE, Bbl
nosy4yaeTe JOCTYN K LUMPOKUM
KOMMeTeHUMAM — naeanbHo ana busHeca,
KOTOPbIN XOYET NONYYUTb LMPOKYHO
3KCMepTU3y, HO He MOXKEeT N03BOINTL cebe
aenaptameHT Ub 13 HeCcKobKnx
CNeuuanmncTos, 3aMHTepPeCcoBaH B
aKTya/IbHOM onbITe.



BYLb HA YEKY,

B TAKME AHH
MOACAYWMBAKT CTEHbI
HEAANEKO OT GOATOBHH
\ ¥ CIAETHH

A0 W3MEHbI.

NDA MNMPEBbILUE BCETO!

Cneunduyeckaa ponab «cnacatenem» B
C/IOXHbIX MPOEKTaX HaWMX 3aKa3uyuKoB U
NapTHeEpPOB He NO3BONAET npepaBaTb
Ornacke KOHKpeTHble uctopumn, tTem bonee B
nMcbMeHHOM Buae. Hac ntobAT He ToNbKO 33
CKOPOCTb, MAaCTEPCTBO U YECTHOCTb, HO U 3a
YMEHME XPaHUTb MONYaHUe,

Mbl rapaHTUpyem KoHPUAEHUMANBHOCTb
BalUMX 3a4a4y M He cobupaemcs nyb6ANYHO
3aAB/1ATb 006 ouvepedHbiX MPOEKTax, €ecau
anbTepHaTMBaA He npeaycMmoTpeHa
IOrOBOPEHHOCTSAMM CTOPOH.



YTO HY)XHO, YTOEbl HAYATH C HAMU PABOTATB?

o Hanucatb UM Nn03BOHUTDL Hallemy MmeHeaXKepy:
MobunbHbin: 8-804-700-79-96

Moura: inbox@radcop.online

G PaccKasaTb 0 Balwen 3aaa4e n 3abpoHnpoBaTb 6aMKaKLLee OKHO AnA Z00om C NPOEKTHOM KOMaHA0M

e ChopmynnpoBaTb TEXHMUYECKOE 3aJaHME N COrNAcoBaTb CTOMMOCTb, CPOKM U popmy paboT (Mmorkem paboTaTtb
yepes [MX, camo3aHAaToro, UM nam ropugmnyeckoe AnLo)

a B cnyyae Heob6XoAMMOCTM BO3MOXKHO NpuBAedYeHMe Bawero wmau Hawero reHnoApAaYMKa C HYXHbIMU
NINUEH3UAMN N cepTUPUKaTaMK, B T.4. ANA COOTBETCTBMA TeHAepHbim TpebosaHuam (PCTIK, QSA, PCb —
cocTaB obcyxaaem)

a MNoanwucatb gorosop

PROFIT — Baw NnpoeKT 3aBepLUeH B CPOK € Tpebyembim pe3ynbratom!



KOHTAKTbI

GET MORE BY SHARING KNOWLEDGE ¢ TICIRRIIEIEY
Oendacb 3HaHMeM nony4vaelwb 6onblie

@ inbox@radcop.online



